
Wireless technology tips from                     

Control Engineering wireless webcast 

Additional wireless technology tips and advice follow, resulting from feedback to a 

Control Engineering wireless webcast. (Also see related answers from webcast Q&A 

session and the industrial wireless webcast itself, for more information.) 

Stephen Muenstermann 

Editor’s note: Control Engineering Wireless Webcast included Stephen Muenstermann, RoviSys 

Building Technologies, DC market manager, who presented his information as scheduled on March 

14 (archived thereafter) despite suffering from flu. The article linked below in Adobe PDF format 

corresponds to the webcast presentation and provides additional information, with apologies from 

Muenstermann, who was severely under the weather for the webcast but went “on with the show” 

anyway. This PDF includes expanded presentation information and application advice beneath each 

wireless webcast slide. Additionally, questions from webcast registrants and answers to the 

questions are provided in “Q&A Control Engineering wireless webcast: some answers.”  

Find that linked at http://www.controleng.com/media-library/webcast-archive.html  

Many thanks 

Muenstermann said, “I appreciate the feedback and questions. I also apologize for being less than 

dynamic in the presentation due to a bad flu bug. That is certainly not my normal performance.”  

 

http://www.controleng.com/media-library/webcast-archive.html


This overview is about attempting to cross over your wireless fears and understanding the benefits 

that wireless can bring to you.  

 

 

 

 



Wireless is inevitable for your facility. Yet there are still a large number of people who will oppose 

it based on the fact that if they do not see a hard wire run from system to field location, they will not 

view it as an acceptable technology. 

While wireless cannot be used for everything today, the amount of information it can provide is 

powerful. 

Engineers typically do not think about wireless when designing a project. It is usually more of an 

afterthought. Often many projects would have a considerable reduction in cost if they could bring 

the non-critical points of information through a wireless network. 

It is certainly not a typical FEL (front end loading) practice or thought process, unless of course you 

are a wireless designer. Most boilerplates established today have no wireless considerations 

embedded in them. It is something the engineer must create. 

  

The cloud has created forced adoption into the technology. Those who do not conform will be left 
behind. As you can tell, the benefits speak for themselves.  
 
The savings on the installation throughout the installed life are dramatic. The application capability 
is limited to your own imagination.  
 
LDAR is leak detection and repair. 
 
 



 
When you boil it down, there are numerous open protocol standards that you are dealing with 
today in the wired world. At the end of the day, all these standards are digital. With anything that is 
a digital standard, its format can be converted to any other digital format. When comparing these to 
wireless standards, it is no different. All these standards can easily co-exist in the same world.   
 
Most WiMax is pay-as-you-go and licensed, with better throughput and long distance. Although the 
standards allow operation in any band from 2 to 66 GHz, mobile operation is best in the lower 
bands, which are also the most crowded and therefore most expensive. 
 



 
 
To DIY (do it yourself) would, or could, be very dangerous. If you delivered a cobbled system, then 
faith in reliability, security, and safety in the technology will always be questioned. It could also take 
months without a proper FEED (front end engineering design) wireless analysis to get the network 
to communicate and organize properly. However, if the system is implemented properly, it goes in 
very quickly; there are few to no hiccups.  
 
I compare it to my vehicles at home. As computerized vehicle technology has grown over the years, 
I have grown to understand that if the issue is beyond simple diagnosis (even with my PC software 
to discern issues and trouble codes), it is better for me to send the vehicle to the expert. The 
sophistication has grown beyond my breadth of knowledge. And even though I have a solid 
understanding of the issue, to gain the proper result, I am better to leave it in a trusted expert’s 
hands.  
 
And like your mechanic, when you outsource, ensure you have a value-trusted source. I am sure we 

have all experienced an agonizing bill for something that may not have even repaired the actual 

problem. 

 



 
Every wireless cloud needs a design strategy, and one that can be managed. A good industrial 
wireless RF technology strategy should include a designated team leader, a fully documented 
wireless FEED, RF environment management plan, and a plan for scalability. 
 
Controlling your cloud is critical. You really need to know how your airspace is being managed and 
how it will be used. I have seen many cobbled systems even to the point of aluminum foil being 
used as a RF enhancer (just like the old rabbit ears on the television, before HDTV signals). 
 
Wireless opens up a lot of new windows of opportunity. So while your plan may be limited in scope, 
the design could offer future flexibility that would allow thousands of points for a small information 
investment early on.  
 
You can design wireless for numerous layers, so ensure you don’t limit its scalable effect. 
Thousands of points can easily be pulled into a properly managed network. 
 
The technology does have its nuances, though. But most of these are simple to learn. It is more 
about studying RF techniques than about the networking connectivity on the internal side. If your 
RF connects, other data communications come together. 
 



 

This is only a small look into network capabilities. Each area is critical.  

It offers the ability to have remote worker capabilities, which can enhance quick commissioning, 

maintenance, operations flexibility, safety monitoring, and security. 

Into that network you can see how the sensor networks, SCADA (supervisory control and data 

acquisition), and more can be simply integrated. A site’s industrial wireless network could include 

handheld HMI/remote workers, multiple unique sensor networks, SCADA and HMI networks, 

security and safety, and more. 

The personal safety and security component can save lives by easy personnel location and quick 

responses to leak, safety shower, rotating equipment issues, and more. 

 

 



 

Ad-hoc solutions (designed for purpose) try to make you believe that they are the only answer, and 
that you would not need other technologies or a wireless RF analysis. These designs may work in 
areas that are completely unobstructed, with no potential interferences, and proper mounting 
considerations. 
 
Most vendors sell only hardware solutions without RF analysis or only analyze the IT or 
communication protocol connection. They do not worry about the RF connection because they can 
see on their PC that the network is linking.  
 
This leaves out huge potential issues related to interference, emitting RF warping, cross talk, 

multipathing, and more. Beware of the “need no survey” claims. All cell networks require design 

analysis. If the industrial wireless network was installed by a vendor, and it failed, make sure the 

installing source has performed a complete comprehensive documented study, delivered the results 

before installation, and is trusted. 

The person managing the network at your location should be a competent controls individual with 

experience in RF technology basics and network design. 

 

 



 
 
These observations are basic points you should consider when specifying a wireless network. 
Remember, this technology is HOT and new to the market. A lot of people selling equipment do not 
understand the technology. It is not hard, but like anything, you must have a good knowledge base, 
use the right tools, and document what you design.  
 
Potential wireless savings can be huge by avoiding installed infrastructure and related labor by 
avoiding wiring, conduit, digging, pulling wire, etc. Implementation time is dramatically reduced. 
Wireless provide true digital information, about 80% of what the Fieldbus Foundation delivers, 
because the data does not have to go through multiple A/D and D/A (analog to digital and digital to 
analog) conversions. Wireless provides meaningful diagnostics and gives you the immediate state 
of your field sensor. Wireless does not provide Fieldbus Foundation internal control algorithms.  
 
Another wireless advantage is the ability to start small and grow with massive scalability potential.  
 



 
 
In a standard whip dipole antenna you get less distance but greater height of the RF signal being 
emitted.  
 
A high-gain antenna provides greater gain in its output. The signal transmits farther but is more 
pancaked or flattened as the signal rush is produced from the base of the antenna. For every 3 dBm 
of gain you increase through your antenna, you will get twice the distance. 
 
The green in the graphic represents the “near field.” 
 



  
A Yagi is the typical directional antenna. However, a parabolic antenna offers a tighter focus and 
less RF splash on the back side of the signal. 
 
The Yagi is much like a TV antenna. It does require aiming in proximity of the desired target.  
 
A parabolic antenna (not shown) offers even greater distance but also requires even more direct 
aiming. 
 
 
 



 
 
What does warping mean? If you are in an open field and you have a circle of people 100 ft in 
diameter around you, and you yell loudly, most people will hear what you say. 
If the people form a semicircle around you, but you yell into the wall, how well can the people hear 
you? Not well. 
 
Look at the antennas lined up in a row and imagine you are talking to a colleague across the room. A 
new person comes over and talks to colleagues across the room while turned toward your ear. Two 
more join directly next to each other. Each time you add another device, it is like adding another 
person, too close and at the exact same level. However, by staggering them, with megaphones, each 
speaking a distinct language, the message is well received.   
 
Now receiver sensitivity starts to plummet. (How would your hearing stand up if you had someone 
yelling in your ear every day, all day?) 
 
Data is lost when only a certain portion of each packet can be read. So data transmission slows to 
roughly 50% per device when you have near-field overlap in an anti-collision-designed format like 
IEEE 802.11 or other designed DSSS (direct sequencing spread spectrum) technologies.  
 



 
 
Although this tower looks busy, the antennas are actually properly designed and spaced, staggered 
for the best possible RF effect. If they were too close, their near fields would obstruct each other. 
  

 

Mesh networks are very sensitive. Mesh network design is not as simple as just dropping in another 

node and completing the network. Once again, the network must be managed. 



 

Above are all the critical questions one needs to ask when pulling together a mesh network. The 

questions are important to consider if you are doing the design and installation by yourself, buying 

it from a hardware vendor, or using an expert consultant/service group to put it together for you.  

Building a solid evaluation matrix and using front end engineering design are the keys to 

understanding how to design a wireless mesh network.   

 



Spectrum analyzers can offer a lot of characteristic information about your RF environment. Even if 
you are not the designer of your RF environment, it is a good low-cost tool to use.  
 
In this situation, it can show if a signal will penetrate a wall with enough confidence to use as an 
access point location. As you can tell in the graphic, the microwave signal is more susceptible to 
attenuation over the lower frequency UHF (ultra high frequency) signal.  
 

 
 

Even in a tight space where you have something that creates massive RF noise, many technologies 

have the ability to co-exist. But placement and proximity of the radios and antennas are critical. 

When using a home cordless phone, there can be a lot of interference when passing by an operating 

microwave oven. Phones will stay connected to the base, but the noise is very evident. As you walk 

away from the microwave, the noise quickly clears up. This is an example of lost packet delivery in 

data.  



 

Most wireless technologies have layers of security wrapped into them, such as authentication, 

encryption, determinism, frequency hopping spread spectrum, anti-collision, and notification. 

Anyone seeking to break into these networks would need to get inside the plant with a significant 

amount of sophisticated equipment. This would be a very costly way to grab some data that is 

unlikely to provide tangible value. 

Security usually involves human resources. It is usually easier to damage a plant physically than by 

interaction with an industrial wireless network. 



 
 
Line of site (LOS) takes numerous factors into consideration. Given a clean Fresnel zone (no 
obstructions), the LOS is as far as the limit of RF signal transmission and receiver sensitivity will 
permit. 
 
However, all obstructions between the two transceivers/radios will have some effect and impede 
the signal distance. More obstructions between the RF antennas will create larger radio signal 
attenuation.  

 



- Edited by Mark T. Hoske, content manager, CFE Media, Control Engineering, 

mhoske@cfemedia.com. 

See “Q&A Control Engineering wireless webcast: some answers” linked at 

http://www.controleng.com/media-library/webcast-archive.html  

Also see www.controleng.com/wireless for additional information about industrial wireless. 

- Copyright 2013, Control Engineering, CFE Media 
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