


Industrial Safety and Security Source 



Costs Go to Bottom Line 
•  “I LOVE YOU” worm in 2000 … 
Estimated damage $15 billion 
•  MyDoom in 2004 … Estimated 

damage $38 billion 
•  Conficker in 2007 … Estimated 

damage $9.1 billion 
•  Slammer Worm cost one 

automaker $150 million in 8 hours 
•  Stuxnet in 2010 … Iran nuclear 

sites 
•  Night Dragon, Duqu, Flame, Gauss, 

Shamoon ????????? 



Benefits of Security 

•  Insurance Policy 
•  Increased Uptime 
•  Uninterrupted Process 
•  Hike in Productivity 
•  Keep Company’s IP      
Intact 
•  Vital Data Remains Safe 
•  Keep Bad Guys Out 



Security Best Practices Cut 
Downtime 

Top Tier companies: 
2.5 times less likely to experience a major 

cyber attack 

3.5 times less likely to experience downtime 



Best Practices 
Bottom Tier: 
Suffered 2,765 hours in downtime: 
•   859 hours for mobile devices 
•   828 hours for desktops and notebooks 
•   241 hours for servers 
•   837 hours of "widespread downtime” 

Top Tier companies: 588 hours total downtime 



Best Practices 
Cyber incidents cost organizations: 

•     $558,000 in revenue losses 
•     $480,831 in brand damage 
•     $366,301 in compliance fines 
•     $174,309 in lost productivity 



Cost to the Industry 

$6 Million a day 
or over  

$20 Billion a year 



What Should We Do? 

•  Take a long term view of security 
•  Assemble the correct team 
•  Partner with companies competent in 

automation security 
•  Build on foundation of what is already there 
•  Design security solutions that fit the 

requirements 
•  Be vigilant 
•  Defense in Depth 
•  Security is a mindset, not a onetime solution 



Get a Plan 
Program of strategies, procedures and controls to protect 

sensitive information against unauthorized disclosure, 
transfer, modification, or destruction. 
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Attacks Not Going Away 

“Saudi Aramco is not the only company that 
became a target for such attempts, and this 
was not the first nor will it be the last illegal 
attempt to intrude into our systems, and we 
will ensure that we will further reinforce our 
systems with all available means to protect 
against a recurrence of this type of cyber 
attack.” 

-- Saudi Aramco President, CEO Khalid Al-Falih 



Security is a Mindset 


